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About this Guide

The purpose of this Administration Guide is to describe implementation steps necessary to configure
and operationalize RapidRatings Connector for Vendor Risk Management Module.

This Administration Guide is intended to be used by technical stakeholders or Rsam administrators
responsible for implementation of RapidRatings Connector.
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RapidRatings Connector Requirements

The following software is required to use the RapidRatings Connector.

Supported Rsam Platform

Version 9.2 or higher.

Supported Vendor Risk Management Module

Version 3.0 or higher.
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Setting up RapidRatings Connector

This section describes the high-level steps involved in setting up the RapidRatings Connector.

Prerequisites

This guide assumes that the RapidRating Connector configuration has been installed in your Rsam
environment.

Before setting up the connector, ensure that your Rsam web server’s IP address has been whitelisted
with RapidRatings. Contact your RapidRatings account manager for support.

Update RapidRatings Connector Settings
To update the RapidRatings connector:
1. In the Administration module, navigate to Options > Connectors.

2. Select VEN: RRI - RapidRatings Connector and click Edit. The Update Connector dialog

appears.
Connectors
m Edt || Doleto
Connector Mame [0 o

Bemt
WEN: BST - BitSight &P[ Conrector

VEN: DME - KRI Execubion (Finanaal KRS, Prinapals, and Pubibe Records Indicators)
WEN: DMNE - MatdhClaansa Connector

Wik DRI - Ongoing Manlorrsg - Let Changs Molicss - cbaclels

WVEN; DMNB - Restncted Party Screswng (v2.0)
| wEn: RRI - RapidRatings Connector|

WEN: 55C - SecurtyScorecard Connsctor

3. Update the Login (User ID) field with your unique RapidRatings' username.

RapidRatings Connector Administration Guide
Vendor Risk Management Module



Setting up RapidRatings Connector )ﬁk R*Sam

Update Connector E
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Authentication Type:

Baarar Tokani

B Encode User Credentials in Basetd Fomat
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Ij Change Password

Cuiptoim Pasawand Names:

Agithantication LIRL
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4, Select the check box, and then enter your password for the RapidRatings
connector in the and fields.

5. Update the connection token information. If you do not have the token information yet, contact
your RapidRatings Account Manager.

Note on RRID: If you already have a list of vendors you are managing, contact your
RapidRatings Account Manager to obtain RRID for all entities in your portfolio and import them
into Rsam using standard import procedure. Or, update this number for each supplier
manually.

6. Click Save.

Set up Thresholds to Create Alerts

Event handlers are created to generate alerts when scores go below the defined thresholds. In this
section, you will get familiar with the event handlers and learn how to tailor them to your needs.

Financial Health Rating

The VEN: RRI — Initialize KRI Execution — Evaluate Delta — FHR event handler will produce an
alert if the vendor’s Financial Health Rating (FHR) value (record attribute value) goes below the
threshold value entered for the record attribute value in the event handler criteria.
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Probability Default Rating

The VEN: RRI - Initialize KRI Execution — Evaluate Probability Default % event handler will
produce an alert if the vendor's Probability Default Rating goes below the threshold value entered for
the record attribute value in the event handler criteria.

Update Evant Hander n
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To adjust a threshold:
1. In the Administrator module, navigate to Workflow > Risk Analytics Handlers.
2. Search for the event handler you wish to edit.
3. Select the event handler and click Edit.
4. Select the criteria and click Edit.
5. Modify the and click Save.

6. Click Save to exit the Update Event Handler dialog.

Set up the Scheduler

The VEN RRI - Ongoing Monitoring (Monthly) schedule executes the VEN RRI Monthly Refresh
scheduled event and pulls latest RapidRatings automatically for a set of vendors without any
intervention for unattended use. This event is scheduled to run monthly. If you want to adjust the
schedule, follow the steps given below.

1. In the Administration module, navigate to Workflow > Risk Analytics Schedule Events.

2. Double-click the VEN RRI Monthly Refresh scheduled event to open the Update Event

dialog.
Scheduled Events Event Handlers
Edit . [CIshow all Open Opltian
U Execute On Enterprise On Demand “II Handler Name
U Umiversal Attribute Calculations Schedule Daily = Execution Order = [ 7] Type = =
VEN: RRI - APl Processing - -
U Wniversal Metric Caboulations Schedule Manthly i_:;m' Current R;Jﬂ:eﬂs e 1 Object
revious” Attributes
VEN BST BitSight Weakly Refresh VEN: RRI - API Processing -
VEN CONTRACT Schedube Daily ﬁ éfhi.EEtRp:Dliﬂ Ratimgs Curment 2 Object
ilo= ues
WEN DNEB Initialize DNE Integration Auto-Match-and VEN: RRI - APT Pracessing
VEN: - - .
Append B othagidratings ! Object
WVEN DNB Quarterly Refresh DNB Data For Ongaing . .
Menbtxsing g VEN: RRI - APl Processing - . Obfect
Update CHS Tier 0-19
VEN RRI Menthly Refresh * (] VEM: BRI - API Procedsing - 5 Object
) Update CHS Tier 20-39 e
VEN 5LA Schedule Daily
g WEMN! BRI - APT Processing - & Object
VEN SLA Schedule Hontly Update CHS Tier 40-59 !
S O SLILEEY 0 o
-7
VEM BLA Schaduie Vearly VEN: RRI - AP[ Processing -
- , ,., & pdate cHS Tier 80-100 . bbject
WEMN 55C SecurityScorecand Weekly Refres .
e VRN BRI . ART Brocessinm -
75 < | Pape tofl | > 23 TE Page |1 : of 1

3. Click Open Scheduler.
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Setting up RapidRatings Connector

Update Event
Event Kame;
WEN REI Honthly Refresh

Event Description:

Target Sebection

() Mamuplly select targetls)

(") Targat itams using Record Saved Ssarch(s)
@ Target items using Ohject Saved Searchis]

Selact the saved ssarch that will prewide the targsted Rams
[Hate Ehat the seanch mist be saved with the custom metrics option selected,)

RapidRatings Vendor Scores [nav)

Cipen Schoder i

4. Select the VEN RRI - Ongoing Monitoring (Monthly) schedule. By default, this schedule

runs on the first of every month.

VD Rzam Web Scheduler - Google Cheome

= e

@ ashish-pc/RSAM_VI15_Relense/RSAM_WEBADMIN/SC_Detoultaspr! Applld=36239715-06064CAS-BB03- 225734068259

0 2080

VEN DNB - Ongeing Manitoring

Schedules

‘ Schedule il 2uto Refresh n] Modfy | Deete |
e ————— |
NAME DESCRIPTION STATUS \
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When 'VEN RRI - Ongoing Monitoring (Monthly)' runs, execute following task(s)

LASTRUN  LASTRUN LASTRUN NEXTRUN =] |
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5. Click Modify if you want to change the schedule and run the event to your needs.

6. When finished making the changes, click Save.
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Working with the RapidRatings Connector

This section will walk you through the use cases, dashboards, and the procedure to respond alerts.

RapidRatings Connector Use Cases

The RapidRatings Connector supports both attended and unattended use cases.

RapidRatings Data within Vendor/Service Profile — Attended Use

In the attended use case, you will actively engage with a vendor/service object to get RapidRatings
data. This interaction is possible from within an individual vendor/service profile view or by selecting
multiple vendors/services in a list.

To get latest RapidRatings data within a vendor/service:

1. In your Rsam instance, navigate to Vendor Risk Management > Vendor Navigator View.

Vendor Risk Management

VEM Team Home

Business Owner Home

Vendor Navigator h
Dashboard: YRM Program Metrics
Dashboard: Top 10 Vendors

Dashboard: SecurityScorecard Population
Dashboard: BitSight Population

Dashboard: RapidRatings Population

2. Double-click a vendor to open its details.
3. Open the questionnaire and click the Rapid Ratings section on the left.

4. Ensure the vendor's RapidRatings is populated. RRIDs should be obtained from
RapidRatings. RRID can be populated manually for each vendor or for multiple vendors at once
using Rsam’s import engine.

5. Click Get Rapid Ratings. Rsam will now pull the latest ratings information from RapidRatings.

RapidRatings Connector Administration Guide
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To get the latest RapidRatings data for multiple vendors / services:
1. In your Rsam instance, navigate to Vendor Risk Management > Vendor Navigator View.
2. Select the check box for each vendor/service you wish to get the latest RapidRatings data for.

3. Click Action and select RapidRatings: Refresh Ratings. The ratings are refreshed.

vendoes (nav) v | Sear e Refresh | | Cancel | add » Delete | | Assgn.. | | adion+ |X| (@
Sl rtu e A S IR Sevriacs v -
Name & Vendar ID BCM Plan| D&8: Find Match and Pull Rigk/Complianca D3 INSER Owne
DE8: ADMIN: Refresh Restricted Party Screening

ore Abou-Merts Lines Sal 437679 BRsight ADMIN: Erase Latest BRSIgt Ratngs  hicr owner
Sitzight: Refresh Ratings
OF © Alance Ltd. 437567537 SecuntyScarecard ADMIN: Erase Latest Ratings .
SecurityScorecard: Refrash Rabngs =
* RapldRatings: Refresh Ratngs

BCMS: Admin Overnde - Generaste BOM Profile L

OF O CC Payment Inc., 337853 View Rapid Report hdor Ownes
Refresh Questions from Library E

FOo CC Payment Processing Service 337853 3rd-Party Service/Product vendor Owner

o il Inc 642856 Ird-Party Organization vendor Owner

ocF o Giggle Inc 356345 Ird-Party Organization Vendor Owner
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RapidRatings Data within Vendor/Service Profile — Unattended Use

In the unattended use case, the RapidRatings Connector is scheduled to run for a pre-defined set of
vendors. Without user intervention, the scheduler results are available on the RapidRatings Vendor
Scores (nav) object search to help you monitor scores.

To access the RapidRatings Vendor Scores view:

In your Rsam instance, navigate to Vendor Navigator > Vendor Data - RapidRatings Scores
(RRI).

FapidRatings Yendo... t % W Refrazh Cancel Add = m Dt Assign.. adionv |M| |
Mama FRID: Penod Finandal Health Rating Firanclal Health Rating Frevious =
OF @ CC Fayment Inc. KAZPyv] 2007-09-30 72 72 1
OF @ CC Payment Processing Service JVWRES 2007-09-79 52 52 5
OF @ Site Hostar Inc. a&fRRna 2017-00-30 52 52 2
OF Gorman inc axyZFra 361 7-09-30 44 46 3
OF o Site Scraper Ine. ATYOBbA 2017-09-30 44 44 a
OF pill Inc VaByla 2007-09-30 52 12 5
OF @ iggle Inc Waa TWKD 2007-09-30 0 B0 &
OF @ Alliancs Led. IWIdESD 7047-06-30 31
OF @ Abou-Herhi Lines Sab Donrael 2007-09-30 40 40 2
OF @ testiast dax0i7 2007-12-31 71 56 6
OF @ Samgle 111 OxSpda) 2017-00-30 75 76 5

RapidRatings Dashboards and Views

This section provides an overview of the dashboards and views available for the RapidRatings
Connector.

Dashboard: RapidRatings Population
This dashboard contains charts that illustrate the scores across all of your vendors. Typically, it
provides scores for 10 worst performing vendors.

To access this dashboard, navigate to Vendor Risk Management > Dashboard: RapidRatings
Population.

RapidRatings Connector Administration Guide
Vendor Risk Management Module

12



28 R-sam

Working with the

RapidRatings Connector

Probabdity Default Percentages - 10 Worst Performing Vendors

mmmmmmmﬂﬂm

Hile Sem Dillme ©OC lesites  Gegole
Srape Hirglar Paymae i Inc
v T L, nk
Profesei
ng

Sardiom

Sampl
r'a- Mt & i1
nk Ing.

uu- na
nu-h n Inc
Lifvikd
Bal

Operating Profitabdity Rating -

_m_nmﬂmmmm

10 Waorst Parforming Vendors

Hiam l:ur ma dbeoe  Hae Saresl I:l‘I Gl:.qll II:- b
D'I W Berae s ek Hoster e 111 f\-n'
1"“ v ine Lirvies Inc, Lt
Tirez Bal Prgsis

ging

Oweral Core Health Score -

Madiam (40 - 58], 4 -

Poor [20-39], 2

Net Profitabilty Rating - 10 Waorst Performing Vendors

5Il|

B0
A4
40

32

ea——| ]
Abou-  Site l\_l: l:'u l'"'l-
P i e
Lings e mu
= Tirag

vendor Base

L Im:

Fig Dmkm, §

Wiy P [ 0= 1], 1

“ Gtrang [§6-7%]. 2

E‘!” '.vll'.ll 3k .I.Il-l
- :I1 I. I?I'r
anl
Procas
Eing

]

Monitoring Alerts

When scores go below the threshold values, alerts are created as records.

To review alerts:

1. In your Rsam instance, navigate to Vendor Risk Management > Dashboard: RapidRatings
Population.
2. Click on the data bar (in light blue) illustrating the alerts pending for review. The VEN: RRI -
RapidRatings Monitoring Alerts Queue search details open.
RAPDRATINGS
RapidRatings Alert Monitoring Queus Click on this bar
o
owr
o4 L
[ 5]
o Z0ET-10-2F 20UE-01-2F I018-02-06
Alart Panding Revies H Alert Rewvisw Complets
3. Select the alert record in the Alert Pending Review state.
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Search Mame: VEN: RRI - RapldRatings Monitoring Alerts Queua
-y LT Rafresh Cancel Add = m Deleta ASEign... Actican v
Review Complete
i % | show History
Select a group Execution Date - | Workflow Stafe a
* 2017-10-25 (1) | Hame BRID Ticker Symbal
w w v
¥ 3013-01-25(1)
e @ @ lanceitd TW2dal
Alert Pending Review (1 |
¥ 3018-02-06 (1)

Go ko Sgarch Criteria Save Sava Saarch As
| (@ X &
Finandal Health Raking FHER Tier
I High Risk [20-36]

4.

5. Enter an overview of the review and click OK.

Workflow

Please provide a brief overview of the remediations or risk
acceptances that support this approval

Reviewed. No risk in supply chain.

OK
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Appendix: Rsam Documentation

Vendor Risk Management Tutorial

For a detailed walk-through of the Vendor Risk Management user experience, please refer to the
Vendor Risk Management Step-by-Step Tutorial. You should have received the Vendor Risk
Management Step-by-Step Tutorial along with the Vendor Risk Management instance. If not, contact
your Rsam Representative to obtain an electronic copy of the Vendor Risk Management Step-by-Step
Tutorial.

Inline Help

To get familiar with the specific Rsam features used in this configuration, refer the Rsam End-User
Help, Rsam Administrator Help, or both. The Online help you can access depends on your user
permissions.

Procedure:

1. Sign in to your Rsam instance. For example, sign in as Example Administrator user. Enter
as r_admin and as password.

2. Mouse hover over Help and select an Online help in the menu that appears. Depending on your
user permissions, you will be able to access the Rsam End-User Help, Rsam Administrator Help,
or both.

The following image shows the Rsam Administrator Help, opened from the Example
Administrator user account.
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